
































  Annex. 5 

Nehru Gram Bharati (Deemed to be University) 
Kotwa-Jamunipur, Dubawal, Prayagraj-221505 (UP) 

 

IT POLICY (Finalised in 3rd IQAC Meeting 

held on 21.06.2021) 
 

• NGB(DU) under its best practices is maintaining reliable computing 
facilities, computing network environment, and related IT infrastructure to 
facilitate education, research, instructional and the University approved 
services through its campuses presently as i) Jaumunipur, ii) Juthi Tali,  iii) 
Hanumanganj, iv) Civil Lines and v) George Town. 

• Students are encouraged to follow all the rules and regulations formulated 
by the University from time to time on use of computing facilities provided 
to them. 

• Continued efforts are made for minimizing unnecessary network traffic that may 
interfere with the ability and working  of  others  to  make  effective  use of 
network resources in various campuses. 

• At each of the Campuses, respective IT Coordinators ensure that excessive data 
access and University's other technical resources are not wasted. These IT 
Coordinators were notified from Computer Application Department (CAD) in 
last Academic Year. 

• Any computer, peripheral or network accessing capable device and personal 

devices connected to campus network must belong to, or be formally registered 

by the coomputer application department through respective HOD's in NGB 

(DU) if are to be connected. 

• The Computer Application Department is responsible for provisioning and 
maintenance of computing facilities provided to users. The facilities are 
provided after the user secures approvals from competent authorities of 
administration. 

• Computer Application Department shall not be responsible for any failure to 
personal peripherals connected by the user to the University equipments. 

• Each individual of the NGB (DU) through his/her head of the department shall 
be responsible to  report any hardware or software related faults to Computer 
Application Department. The Computer Application Department shall take all 
necessary steps to resolve the issue at the earliest. However, faults other than 
day-today faults that require substantial additional financial expense may 
need to be approved by competent authorities. 

• All support calls and services attended by support personnel shall be 
documented and the user through his/her head of department shall ensure 
that the service is complete in  all respect including  components  that have 
been removed   or replaced by the service personnel. Respective HOD's 
will be responsible for stock maintenance of all IT devices alloted his/her 
department and their upkeep through the campus IT coordinators.  

• The Computer Application Department shall provide all necessary software 
for operating the devices allocated to the user Deptts. including network 
control devices. 



• The Computer Application Department through the repective HOD's shall 
reserve the right to secure the administrative passwords for all the devices 
owned  by  the  University, and ensure that they are not misused by any 
unauthorised person. 

• All softwares installed on the user machines shall be legal copies from the 
original vendors, or their authorised distributors. Users are encouraged to use 
Free Open Source Softwares (FOSS) or licenced copy of propritory softwares 
and not to use any illegal or unlicensed versions of copyrighted software. The 
HOD's will be held responsible wherever any pirated software are used and / 
or detected.  

• The Computer Application Department is responsible for the design, 
development, and maintenance of  campus-wide  network  facilities  that 
are used to connect all users, including facilities such as ISDN, leased data 
links, fiber  optic  backbone  network  or any other technologies that  may 
be adopted. 

• The Campuswise, IT Cordinators notified by Computer Application 
Department will test and monitor the shared networks  to  detect  
problems and will take actions necessary  to  isolate  the  cause  and  solve 
the problem. 

• Individual departments, users or user groups may develop their own local 
area networks or local communications environment within, only if those 
facilities are approved by Computer Application Department and meets 
developed network standards. The Computer Application  Department 
shall also reserve the rights to monitor such networks. 

• On the Campuses, IT Cordinators notified by the Computer Application 
Department through their respective HOD's will be responsible for 
maintaining physical security of all network equipment and data 
communications cabling in campus equipment closets, between buildings 
and in network hub locations. 

• The Computer Application Department may shutdown the network 
services periodically for maintenance purposes. Users shall be informed 
well in advance regarding us e o f such outages. 

• Execution of software programmes which excessively consume network or 
network server resources will be controlled. 

• Activities that violate verdicts of local administration, state, central 
government or recognized international organization or treaties will also be 
controlled. 

• Downloading large files for personal use including music, videos  and  
softwares will be controlled and / or disabled where necessary. 

• Initiating Denial of Service Attacks, Hacking, Cracking or similar activities 
which disrupt the network services hosted internally and  externally are to 
be controlled. 

 



   • Users shall not use NGB(DU) network services to view, download, save,  
receive or send material related to Offensive content of any kind, including 
pornographic material as specified in IT Act 2000 amended to date.  

 
• Cyber Offences like of promoting discrimination on the basis of race, gender, national 

origin, age, marital status, sexual orientation, religion or disability, threatening or 
violent behaviour will be controlled electronically as well as legally. All such illegal 
activities will be detected and controlled.  

• Spamming e-mail accounts from NGB(DU) e-mail services or computers, materials 
protected under copyright and other legal laws will be disabled without prior notice.  

• If a gross violation occurres, management will take immediate action. Such action may 
result in losing Internet and/or e-mail privileges, severe reprimand, and or 
disciplinary action as per the Laws of the Land. The user's computing and network 
access may be suspended indefinitely.  

• Proposed revisions of this policy should be reviewed by a committee which includes : 
• Hon'ble Vice Chancellor 
• Hon'ble Pro-Vice Chancellor  

 • Registrar 

 • Dean/Head/Asso. Prof. of Computer Application Department (CAD) 

 • Director - IQAC  
 
• The Computer Application department is responsible for identifying the computing 

requirements for the various academic and administrative departments in the campus 
and provides necessary computing facilities alongwith Networking Infrastructure. 

• All computing facilities in each of the campuses are inter-networked. All buildings in a 
campus are linked through leased lines/cables allowing seamless connectivity 
between departments functioning at these locations.  

• All academic Blocks at NGB(DU) are covered by the Wireless network (Wi-Fi). Faculty 
and students can connect to Wi-Fi using their Campus Domain Controller username 
and password only for good reasons of education and research and in good faith.  

•  All administrators, faculty and Staff of NGB (DU) are allowed to use email address on 
the University domain. The use of the email ID is governed by the University Email Use 
paractice of good faith.  

•  The Internet bandwidth is distributed to the campus network through various security 
devices. These may include firewall having spam filtering, content filtering, Intrusion  
Detection Systems (IDS) virus scanning and bandwidth management facilities. The 
intranet portal in the campus providing public information and services, however, will 
be accessible from any PC/Network Access Device (NAD).  
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